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1. INTRODUCTION

In modern society, the electric utilities must supply the customers with
reliable electricity at nearly constant voltage and frequency without
interruption of service [1). Thus the power system security is currently one of

the most important concerns in the electric utility industry.

1.1 Power System Security

The security of a bulk power supply is defined as: “the ability of the bulk
power system to withstand sudden disturbances such as electric short circuits
or unanticipated loss of system components” [2].

Based on the above definition of power system security, the system must
be able to meet the load demand in the presence of sudden disturbances. It is
also necessary that enough reserve generation and transmission capacities
are available to take up the changes in loading caused by the disturbance, and
that the control devices are able to return the system to normal operation after
the disturbance. Such “robustness” of the system relative to the credible
disturbances is at the heart of power system security.

The current situation in most of the power systems in North America 1s
that the continued rise in power demand has reduced the overcapacity of

generation of a few years ago to minimal level. Problems with construction of



new generation facilities means that the electric utility industry may soon
have much reduced reserve capacity. On the other hand almost every electric
utility has experienced the difficulties of getting new transmission facilities
approved and built, resulting in heavier loading of existing transmission
network. Therefore, the power system is operating closer to its operating limit
than it was before, and this means that power system security is a growing
concern.

The basic requirement of power system security is that, following the
occurrence of a sudden disturbance, the system can “survive” the ensuing
transient and move into an acceptable steady-state condition. In this new
steady-state condition all power system components must be operating within
established limits. Thus there are two major security problems encountered
[3].

1. Static security

It deals with whether all power system components are operating
within established limits. If there are changes in the network, they are
assumed to have taken place and the new steady-state operating condition
have been reached.

The method used for static security analysis is steady-state analysis.
and the static security includes two components:

a. Thermal:

That is the loading of the power system element does not exceed
the thermal rating.

b. Voltage:

The voltage at a given bus is within specified limits.



2. Dynamic security

It deals with the power system in transition, following a disturbance,
from an initial operating state to another acceptable steady-state condition.
Therefore, it is often a stability concern.

Dynamic system performance models and tools are used for dynamic
security analysis. For a stability-limited system, two problems are usually
encountered in this analysis:

a. Small disturbance stability:

It means that there is no state variable or system parameter
which increases indefinitely when the power system is subjected
to a small disturbance.

b. Large disturbance stability:

Means that if the power system is subjected to a large
disturbance, it can “survive” the ensuing transient and reach an

acceptable steady-state operating condition.

1.2 Power System Security Assessment

Security assessment is concerned with the evaluation of available data to
estimate the present security level of the system. An earlier working
procedure for static security assessment is presented in [4-6], in which the
security of the power system is tested with respect to a set of contingencies.
The operating state of system is said to be secure if no disturbance in the next

contingency set would bring about an emergency operating condition, and




insecure otherwise. Therefore, security assessment starts with the selection of
a set of next contingencies, and then the evaluation of the system’s response to
these contingencies. If a contingency caused any violation of system operating
constraints, security control actions may be employed to steer the system away
from insecurity.

In modern system operation, power systems in North America are
planned and operated in cascading outages prevention mode in accordance
with the reliability criteria set by their respective reliability councils. These
criteria specify the type of disturbances which the power system should
withstand. Therefore, the security assessment process should involve the
analysis of many possible disturbance scenarios which involve outage of
credible single or multiple contingencies as anticipated by the operations
planning engineers. Therefore, it is very important to use faster and more
efficient techniques in the assessment of system security. By doing this more
contingency data and results can be processed and consequently, more
accurate and less conservative operating decisions can be made.

A brief review of the state-of-the-art of security assessment is as follows:
1. Static security:

The methods and theories for contingency selection, external network
modeling, contingency evaluation and security optimization etc. are available.
The on-line application of static security assessment and control has been
implemented in the last decade in modern energy control centers, called
energy management systems (EMS) [7].

2. Dynamic security:



Currently the framework of dynamic security assessment used in North
America is typically as follows:[8]

a. Off-line studies are performed for different initial operating
conditions and system configurations, for a prescribed sequence
of events or contingencies.

b. From these studies, “safe” operating levels are arrived at for a
variety of system conditions.

c. These are often given in terms of limits for the critical system
operating parameters.

d. The system is operated such that the critical parameters are

within those limits.

1.3 The Need for a New Framework for Assessment of Dynamic Security

As previously mentioned, today’s power systems are operated closer to
their limits because of the heavier transmission loadings, increased economic
interchanges, etc. This has brought dynamic security assessment into sharp
focus lately, especially for those power systems which are stability-limited.
There are two issues which need to be resolved for this analysis;

1. For a stability-limited system off-line studies must be conducted well

in advance of the actual operating conditions. It has become very

difficult to provide the operating limits for all possible situations that

might be encountered. Therefore, dynamic security analysis must be

conducted much closer to real time than is now possible.



2. The framework for power system dynamic security assessment should
be able to analyze hoth the current status of security and its trend with
changing system operating parameters, such as changes caused by
disturbances, load variations, external changes(e.g., weather) etc..
Therefore it is important to study how this security status varies as time
progresses.

It is generally recognized that the tools of stability analysis presently
used in off-line studies, and the current framework for dynamic security
assessment are not capable of meeting the needs outlined above. The interest,
therefore, has focused on new tools of analysis, which have the potential of
meeting the above needs; and a new framework for assessing power system
dynamic security.

Regarding the tools of stability analysis, current research work is
focused on the transient energy function (TEF) method that determines
transient stability without solving the system dynamic equations [9]. This
method has the potential for conducting stability analysis, to determine
transient stability limits, faster than existing tools. It is also capable of
providing information on the degree of stability and instability, and can give
information on the sensitivity of the energy margin to changes in system
parameters or operating conditions. This method has been developed to the
point that tests on large-scale systems have been successfully conducted.

The new framework for dynamic security assessment is presented
through the concept of system vulnerability, which is the focus of the research

presented in this dissertation.




One thing that should be kept in mind is the increasing need for
dynamic security analysis. This is because of the power system’s increased
size, interconnection between systems, more new control devices and heavier
loading of the transmission network make the operators encounter more
complex situations. Recent research, as well as recent IEEE forums identified
the need for a new framework for security trend analysis. The operators need
to know, not only that the system is secure at the present time, but also wish to
know what may happen in the future, i.e., how the system security is affected
by changes in system conditions and what kind of remedial action can be
applied. These industry demands for security analysis are the motivation of
our research work. The requirements for this new dynamic security
assessment framework should include:

1. For a given system, dynamic security analysis should deal with both
the level of the indicator(s) of dynamic security and their trend with
changing system conditions.

2. This framework should be available for on-line security assessment.

3. It should be able to provide fast , accurate and reliable assessment.
The above are incorporated in the concept of system vulnerability, which

is the focus of the research presented in this dissertation.

1.4 Concept of System Vulnerability

Power system vulnerability is a new concept used to assess the power

system dynamic security. It measures the rate of deterioration in system



security. This concept includes two indicators of system security: 1) the level of
security, and 2) how that level is changing with changing system conditions or
parameters. The concept was first suggested in the EPRI report No. EL-6796
[10]. At about the same time an IEEE forum [11] on power system security
assessment came out with the conclusion that "Security Index should deal
with changes in actual system parameters or conditions. It should help the
system operator detect the "softness" in his system.”

The following graphs are used for illustrating the idea of vulnerability.
When the transient energy function is used as the tool for security analysis,

the energy margin AV will indicate the level of security.

AAV Aav

i \

AV,
a(avy)| ’ A(AV;R
| ]\
LN\ LN,

YIS = A Pl ST
AP AP
(a) (b)

Figure 1.1 Energy Margin Sensitivities - System Vulnerability

From Figures 1.1 a and b it is clear that, for the same original operating
condition the value of a critical parameter p is p°; regime #1 appears to be
more secure than regime #2 since AV] >AV3. However, for the same amount

of change in the parameter p, which is Ap, regime #1 is more vulnerable to the



changes in p because of the high sensitivity of the energy margin. Figure 1.1
indicates that A(AV1) is much larger than A(AV2) . Therefore the system
vulnerability should include both the levels of AV and its sensitivity dAV/dp .

1.5 Scope of This Research Work

The scope of this research work includes the following:

1. Use the transient energy function(TEF) method to develop a framework
for system vulnerability. The new framework can indicate both the
present security level using the energy margin AV, and the trend of
security status due to the possible variation of a system operating
parameter p using the energy margin sensitivity dAV/dp, Therefore,
this framework can identify the weakest point in the system, and how
the changes of the parameter will cause the system to become
vulnerable.

2.  Establish thresholds for acceptable levels of AV and 0AV/dp ; and relate
these thresholds to stability limits of critical system parameters.

3. Develop a procedure for security and vulnerability assessment.

4, Apply artificial neural networks(ANNs) in TEF method for fast pattern
recognition and classification of security status for on-line analysis.
TEF is a very powerful method for evaluating system security and it is

easy to apply the sensitivity technique in this method. The detailed analysis of

-TEF and its sensitivity technique are introduced in Chapter 2. The framework
and procedure for vulnerability assessment are introduced in Chapter 3, and

applied to a test system in Chapter 4.
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The reason of applying ANNs technique in dynamic security
assessment is that it has been successfully used for classification of complex
systems. We can predict that a TEF-ANN method which could improve on-line
security and vulnerability assessment would be welcome in a power system
control center. The basic theory and the application of ANNs are discussed in
Chapter 5.

From dynamic security point of view there are several critical
parameters which may be of concern such as plant generation, system
configuration, transmission interface power flow, etc.. In this research work,
we first consider the variation of plant generation to build our security and
vulnerability framework. The same idea could be extended to cover the effect of

other parameters on system dynamic security.
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2. TOOLS FOR SECURITY AND VULNERABILITY ANALYSIS
FOR A STABILITY-LIMITED POWER SYSTEM

There are basically two methods for power system transient stability
analysis: the time domain simulation method and the transient energy
function method. Therefore, a stability-limited power system will depend on
one or beth of these methods for security and vulnerability analysis. The

following is a review of those two methods.

2.1 Time Domain Simulation Method

Time domain simulation is the conventional, and standard, method for
transient stability analysis. Transient stability studies are intended to
determine if the system will remain in synchronism following major
disturbances such as transmission system faults, sudden large load changes,
loss of generating units, or switching of a loaded line. In all stability studies,
the objective is to determine whether or not the machines being perturbed
return to acceptable steady-state operation. In this time domain simulation
method, nonlinear differential and algebraic equations are used for modelling
the power system, and these nonlinear equations are solved by iterative step-by-

step procedures to evaluate the system stability for a variety of operating
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conditions, system configurations etc.. From these calculations, transient
stability limits are computed [12].

The advantage of this method is that we can obtain the profile of different
variables as the time progresses. Thus, we can obtain a lot of information
from these variables. In addition, it has no modelling limitations.

The disadvantages of this method are: first the speed of calculation is
slow because it needs step by step integration. Second, this method can only
tell us whether the system is stable or not, but can not give qualitative
information on the degree of stability. In order to compute the stability limit
for a given contingency we must run the program several times. Thus, it ix
very time consuming. Another disadvantage of this method is that it can not
give the information on sensitivity to system parameters.

On the basis of above analysis, this method is not considered suitable for

on-line dynamic security analysis and the contingency ranking.

2.2 Transient Energy Function Method (TEF Method)

2.2.1 Introduction

Since 1980 research work on the TEF method has made considerable
progress. This method is based on the Lyapunov’s theory. It evaluates the
power system stability problem from a system energy point of view. The
principal idea of this method is based on the following concept. If the rate of
change of the energy E(x) of an isolated physical system is negative for every

possible state x except for a single equilibrium state x,, then the energy will
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continually decrease until it finally assumes its minimum value E(x¢). In 1892
Lyapunov showed that certain other functions could be used instead of energy
to determine stability of the equilibrium point. The above concept was
developed into a precise mathematical tool by Lyapunov, that is the Lyapunov’s
second method [13]. The basic concept of this method can be explained by the

the following example.

UEP

SEP
O/ Yy
a
Figure 2.1 An Example of System Stability

In Figure 2.1 originally the ball is in the stable equilibrium position
which is represented by the stable equilibrium point (SEP) a. The ball ix
disturbed by a sudden sharp push, forcing it to move. At some point the ball ix
in the position b with the velocity v. If the mass of the ball is m then the kinetic
energy is

Y =lmv2
k=9

and the potential energy is
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therefore the total energyis V =V + Vp, thatis

V=%mv2+mgh

When the ball is in the position ¢ with v = 0, the potential energy is mgH. We
define this point ¢ to be the unstable equilibrium point (UEP) and the

corresponding potential energy is the critical energy. That is
vCr = mgH

which is also the maximum potential energy for the ball. It is clear that if the
the disturbance is large enough such that V > V., the ball will go over the
point ¢ and can not go back to point a, which means the system is unstable. If

V < V. then the ball will go back toward the SEP and the system is stable. If

there is damping (e.g., due to friction), the ball will eventually settle at the SEP.

2.2.2 The transient energy function [9]

There are two key points in applying the TEF method to a power system.
The first one is finding the transient energy tending to separate one or more
generators from the rest of the system. The second one is calculating a critical
value of the transient energy against which transient stability assessment is
made. This critical energy is the potential energy at the controlling UEP, for
the particular disturbance under investigation. The UEP is a solution of the
steady-state system equation with certain generators’ angles generally greater

than n/2, we call these generators advanced or critical machines. The
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potential energy at the UEP represents the power network’s ability to “absorb”
all the transient energy at the end of the disturbance. It is not an easy task to
find the controlling UEP because for a n generator system there are 2n-! -1
UEPs. Different UEPs have different advanced machines, thus different UEPs
have different potential energies and only one of them can give the correct
critical energy. This UEP is the so-called controlling UEP. Recent research
work [9] has shown that the controlling UEP is in the direction of the disturbed
system trajectory; its identity depends on both the disturbance itself and the
post-disturbance network. Therefore the determination of the controlling UEP
is among the key steps in stability assessment.

The mathematical statement of the controlling UEP is that: if x; is the
point where the unstable system trajectory crosses the stability boundary, then
the controlling UEP is the UEP that x. lies on its stable manifold.
Determination of the controlling UEP involves: 1). identification of the severely
disturbed generators, i.e., the critical generators, and 2). solving for the
specific equilibrium point in which the angles of the critical generators are
greater than 90°. Two procedures are used in determining the critical
generators in the controlling UEP [9]: the MOD procedure, and the exit point
method.

The MOD procedure is applied to a set of candidate UEPs in the direction
of the system trajectory. The controlling UEP is that with the lowest
normalized potential energy margin at the instance the disturbance is
removed. In the exit point method two steps are involved: (1) the first potential

energy maximum on the faulted system trajectory, called the exit point, ix
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determined, and (2) from the exit point the associated gradient system is
integrated until its minimum is found.

The controlling UEP is solved for at a point on the Potential Energy
Boundary Surface (PEBS) near the desired UEP. In the MOD procedure, the
UEP solution is started at the so-called ray point [9]. In the exit point method,
the UEP solution is started at the minimum gradient point.

The advantages of the TEF method can be characterized by its ability to:
(1) give qualitative measurement of the degree of system stability, (2) identify
the critical generators which are severely affected by the disturbance, (3) be
adapted for sensitivity analysis, and (4) achieve faster computation of stability
limits. Thus it is a powerful method for fast security assessment and can be

used for on-line security assessment or as a screening tool for off-line analysis.

2.2.3 The mathematical model
For the classical power system model the equations of motion of the
synchronous generators, written with respect to an arbitrary synchronous

frame, are given by
MiGs =P - P
di=w i=1,2,...,n (2.1)

where n is the number of generators.
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Pi=), [Cij(sin(&-ﬁj) + Dij(COS(si'aj)]
i=1
[

P; = Pri-Ei°Gyi
C=EEB; Dy=EEG

and, for the i-th generator,

Pmi the mechanical input power

Gij  the real part of ij-th element of internal node reduced bus admittance
matrix

Bij  the imaginary part of ij-th element of internal node reduced bus
admittance matrix

E; the machine's internal constant voltage source behind transient

reactance
M;  the inertia constant of i-th machine
®;,8; generator speed and angle respectively.

Transformation of equation (2.1) into the center of inertia (COI)
coordinates is done by defining the position of the center of inertia by the

equations

i=1 (2.2)



18

where

Mr= z M;
i=1

The COI motion is defined by the equations

n
Mg = Z (P - Pg;)
i=1

n n-l n
=2, Pj-2), 2, Djcosd;="Pcor
i=1 i=1 j=i+l (2.3)

éo =0 i=1,2,...,n

We define the generators’ angles and speeds relative to the COI by
6=5-% &=5§-8 i=12,...n

The system equations of motion become

Mia = Pj - Pgi- %{II—’; Pcor

6= i=1,2,..n (2.4)
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The transient energy function V is defined for the post-disturbance
system. It can be derived from the n acceleration equations in the COI frame

of reference as shown in equation (2.4). It is given as follows

n n n-l n :
V= lz Mialz'z Pi(ei'eis) -z z [Cij(coseij-cosef})-[i"o’Dijcosei,-d(ei+ej)
23 i=1 i=1 j=itl s

(2.5)

The physical meaning of each term of the transient energy function can

be interpreted as follows:
The first term is the total change in kinetic energy of all generators

relative to the COI. Which is

n
—%2 My

i=1

The remaining parts of the energy function are the total change of the potential

energy, it consists of three parts:

L 8
- Y, Pi(6;-67)
i=1

is the change in position energy of all rotors relative to the COL

. Cij(cos8;j-cos8;))

is the change in the stored magnetic energy of branch ij.
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o
L:‘o; Dijc0s6;;d(8;+6;)

is the change in the dissipation energy of branch ij. An approximation of this

term is used to avoid calculating the actual system trajectory. It is defined as

508,
Ij= Li,w,‘, D;jcos6;;d(8+6;)

where

0;+0;-0
DU—L—L'———'(SIneu'Slne]J)

8585

Using the COI framework to derive the energy function the resuit will be
more accurate. This is because it eliminates the energy components
contributing to the motion of COI and not affecting the stability of the system.

It was also found that not all the transient kinetic energy contributes to
the separation of the critical generators from the rest of the system. The
corrected kinetic energy is that of two equivalent groups of generators: the
critical group and the rest of the generators. It is given by

VKE icorr = % Meq(a)eq)z (2.6)
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where
= Mcr*Msys/ My + Msys)
(oq = Wer - Weys

cr ;index set of critical generators
sys ; index set of non-critical generators

Therefore the first term in (2.5) should be replaced by (2.6).

2.2.4 Transient stability assessment
Transient stability assessment using the TEF method is made by

computing the energy margin AV given by
AV = Ve -V

where V) is the value of V at fault clearing, and V. is the potential energy at

the controlling unstable equilibrium point (UEP). Thus, the energy margin is

given as follows:

Meq(meq) 2 Pi(8; ef‘)-E Z [Cu(cose,j-coseu) ;1%

i=1 i=1 j=isl (2.7

where
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o 91cl ed
L;j ihe o = —-————————(J sme,j—smeu)
065
Ofl the clearing angle of i-th machine rotor in COI reference frame

8  the controlling UEP angle of i-th machine rotor in COI reference

frame

Thus the transient stability (or instability) is determined by whether AV
is great or less than zero. AV>0 means the system is stable for the given

contingency while AV £0means system is unstable.

23 Sensitivity Analysis of the Transient Energy Function Method

There have been various research efforts on the application of sensitivity
analysis based on the TEF method. The researchers who made significant
contribution in this area are Sauer, El-kady , Fouad, Vittal , and Pai etc. [14],
[15], [16],{17], [18], [19]. Taking the changing parameter to be the generation
and using the first order sensitivity technique, the variation of energy margin

caused from generation changes can be approximated as

AAV) = 2 i&APmk
(2.8)

The energy margin is a function of the clearing angles, clearing

speeds, UEP angles, and the voltages behind transient reactance. Thus, the
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sensitivity of the energy margin with respect to the generation shift at the k-th

machine is given by the partial derivative of AV with respect to Ppk.

Differentiating equation (2.7) by using the chain rule of differentiation, we get

SOV = Mgy - @610 -, Piufud)
mk i=1
n-l n u cl
+ Z z C-x{sinei,- (wi-ujf) - sindj; (ug- Ji)]
i=1 J=1+1

nl n ) U 18-
+ 2 z Dij(sinei‘j’ - sineigl)[(uhl(‘i'uju u‘;‘f( U
i=1 jeiel 8;5-6;;

(uff-uk- uﬁ‘(+u’i‘()(0, +9, 6,-]-6;1) ]
.2

©3-65)

+ 22 -ﬂ_ E Gu(eiljl'eﬁl)

i=1
nl n u u cl c
(6;'+0; - 6;-6;")
+y > = Ju . ] i,-[coseilj'(u#(-uj‘f()-cosei?(uﬁ(-uﬁ’()J
i=1 j=i+l 0595

n-l n
i E g . 9 pib 0l cosad
%E (apmk EJ+aPmk E;)B;j(cos8;;- cos6;j)

nl n u el Ll
. 9 9 - 6, -6; u . C
+3 3 K oF; E;+ EJ E,)G,,( i) 6; J)(Sirleij -smsei_il)l

(2.9
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the variables introduced in the above equations are defined as follows

Cleari le sensitivity coeffici
d
d6;
" P
UEP angle sensitivity coeffici
26;’
Clear] | sensitivity coeffici
uf=d 98
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24 Using TEF Method for Security and Vulnerability Analysis

Because of the continued developments, the TEF method is now capable
of providing accurate and reliable stability assessment. Therefore, in a
stability-limited power system we use TEF method as the tool for security and
vulnerability analysis. When the TEF method is used for this study the energy
margin AV will be the indicator of the security status. Therefore AV >0 means
that the system is stable for the given contingency while AV £0 means that the
system is unstable.

When we are concerned with the system vulnerability the change of the
security status with respect to a change in a system parameter p is also of
interest. The tool for security trend analysis is the sensitivity of energy margin
dAV/dp, By using the sensitivity technique, we can determine which
parameter has the significant influence oun system security. It also provides a
fast way to know the new system security status. The purpose of our research
work is to incorporate the information of energy margin and the sensitivity of
energy margin with changing system parameter to build a framework for
system vulnerability assessment. The basic ideas and the procedure of this

framework are discussed in Chapter 3.
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3. FRAMEWORK AND PROCEDURE FOR SECURITY &
VULNERABILITY ASSESSMENT

3.1 Basic Idea of this Framework

The proposed framework for assessing the system vulnerability includes

two basic ideas:

1.

The first idea in this framework is combining the energy margin AV and
the sensitivity 0AV/dp to evaluate the vulnerability status. A low value of
AV with a high value of dAV/dp means that the system is vulnerable for
changing the parameter p. Therefore, if we can divide AV and dAV/dp

into high and low level classes, that is

AV =( High level

d dAV - High level
Low level ’

op  Low level

